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Task 3.3: Integration of Safety & Security 
(Virtual Home)

The indeedNET home automation system incorporates a 
virtual home between remote users and the devices 
connected to the system. 

Security

� Communication Security includes:

1.authentication, 
2.confidentiality, 
3.data integrity, 
4.non repudiation, and
5.Timeliness.

Security 

The communications on the 
home network are encrypted 
using Advanced Encryption 
Standard (AES), also known 
as Rijndael. This means only 
devices that share the 
encryption key may join the 
network and no third parties 
can make use of intercepted 
communications.

Security Implementation
Zigbee Coordinator Start Network

Zigbee Device Request to Join
Netowrk

Zigbee Coordinator Ask Device
Provide Key

Provide Validated
Key

Indicate Zigbee Device "OK"

Indicate Zigbee Device "Not
Validated" and Remove the Joined

Device

Zigbee Device Join Successfully



Safety Checking 
Task 3.4: Integration of IndeedNET System

ZigBee Automated Lamp

LED simulation Test board
Lamp integrated 
with Zigbee chip

ZigBee Automated Radiator Valve

Valve integrated with 
Zigbee chipTest board

ZigBee Automated Curtain Controller
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ZigBee Safety Sensor

Zigbee sensor board with Carbon Monoxide sensor 



ZigBee – Wi-Fi Adapter

Test board
Zigbee adapter with 

Wi-Fi adapter

Diverse Control Methods

The indeedNET system architecture allows 
three methods of control:

1.Manual control,
2.Local Control using a ZigBee remote or any 

Wi-Fi enabled device.
3.Remote Control using an internet enabled 

device.

Manual Control

Like the existing devices within our homes, all 
of the devices developed for the IndeedNET
project can be manually controlled:

Local Control

Remote Control Task 3.6: On-site Test House Testing



On-site Testing – Ground Floor

� Ground Floor: 
Lounge & Kitchen
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On-site Testing – First Floor

� First Floor
Toilet & Bedroom
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On-site Testing Conclusions

� This presentation and demonstration has  shown the integration 
and improvement of the previously independent home 
automation developments. 

� This includes the testing of the implementation of the system in
the Advantica test house proving the applicability of the 
research into real homes.

� User interfaces on the local controller and remote controller 
need further improvement.

� System reliability (e.g. reliable wireless communication) needs 
further evaluation.

Work plan in Q7

� Task 3.7 Analysis of results and updating the design
� Add GUI on remote side

� Add security video in the system

� Add meter reading (Gas, electricity) 

� Add electricity socket energy monitoring  

� Task 4.1 Dissemination activities
� Task 4.3 Technology Transfer
� Task 4.4 IPR protection
The key is Chassis design.


