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Summary
This document aims to provide an overview, requirements analysis and specification for the indeedNET project. 

This document is comprised of the following five sections:

Overview: In this section we look at a short description and a diagrammatical overview of the indeedNET project.
Requirements Analysis: In this section we examine the project in more detail, to make understanding the complex project easier we split the project into entities and discuss each separately. We also examine some production requirements that we should be aware of during the design stage to help with post production activities. 

Implementation Issues: In this section we examine each of the requirements identified in the previous section and list any issues with implementing the requirement.
Specification: In this section we provide a detailed system specification of the indeedNET project. We construct the specification to fulfil and overcome respectively the requirements and issues identified in the previous sections. From this specification we diagrammatically demonstrate the proposed system architecture for the indeedNET project.
Conclusion: We conclude the document by discussing what we have learned from our analysis of the project, how the indeedNET project differs from existing home automation systems and some of the problems that have been faced by existing home automation systems that have prevented them from being widely adopted by the consumer.
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1.0 Project Overview
The Integration and demonstartion of energy efficient dwelling networks project from now on referred to as indeedNET involves a consortium that encompasses industry, research, and end user partners. IndeedNET is led by Advantica, the former “British Gas Research Centre” in collaboration with Sure, a home automation device manufacturer, East Midlands Housing Association as an end-user, and Loughborough University as the provider of innovative technologies.
This project aims to develop a wireless sensor/actuator information infrastructure within and beyond the home to enable residents both locally and remotely to intelligently and easily monitor and control the energy use within their homes.

This proposed system will be easy-to-install, affordable, and energy-saving focused. The aim of the project is to create a system that will save 40 per cent of domestic energy used by taking consideration of various parameters inside and around the home including weather conditions.
The project will be demonstrated in a test house provided by the industry partner Advantica. An overview of the indeedNET architecture is shown in diagram 1.00, an example of the route a communication to turn a radiator on from a mobile phone will take is shown in diagram 1.01 and the route the confirmation of the radiator successfully being turned on is shown in diagram 1.02. 
The arrows donate two way communications between devices.
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Diagram 1.00 (High level overview of indeedNET architecture)
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Diagram 1.01 (indeedNET architecture showing the route a communication from a mobile phone to turn on a radiator may take.)
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Diagram 1.02 (indeedNET architecture showing the route a confirmation communication from a radiator to a mobile phone may take.)

2.0 Requirements Analysis
In this section we will discuss the indeedNET project in more detail by identifying the requirements the end system must fulfil to be considered a success. To simplify the discussion we will split the project into entities which we will then discuss individually. We will use diagram 1.03 to illustrate how these entities interact to create the whole system and use diagram 1.05 to show a real life system based on this architecture highlighting all the entities.
The indeedNET project consists of four identifiable entities including the “System Core” which sits inside a home and performs activities such as user authentication and message distribution, the “Remote User(s)” are the people and devices that could connect to the system over the internet, “Local User(s)” are the people who will access the system from a remote control and “Device(s) are the products that will run on the system including products designed to save domestic energy”. These entities and the relationship that exists between them are shown in Diagram 1.03.
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Diagram 1.03 (Generalised overview of the system architecture showing the entities that make up the system)
These entities are analysed in more detail below, as well as identifying the requirements for these entities we will look at a few production requirements that will aid us during the design process to make later tasks during production and post production easier.
Remote User(s)
A remote user(s) must be able to:
1. Access their home system over the Internet.

2. Read a summary of the system status and the current energy rating of their home.

3. Read a list of recommended actions to increase energy efficiency.

4. Read the data output of any sensor device in a useful format.
5. Find out the current settings of the system controller.
6. Find out the current settings of any device connected to the system.

7. Make changes to the current system controller settings.
8. Make changes to the current device settings.

9. Facilitate the minimum level of security requested by the system core such as submitting a password when requested.
Local User(s)

A local user(s) must be able to:
1. Access their home system from a remote controller.
2. Read a summary of the system status and the current energy rating of their home.

3. Read a list of recommended actions to increase energy efficiency.

4. Read the data output of any sensor device in a useful format.

5. Find out the current settings of the system controller.

6. Find out the current settings of any device connected to the system.

7. Make changes to the current system controller settings.

8. Make changes to the current device settings.

9. Facilitate the minimum level of security requested by the system core such as submitting a password when requested..

Device(s)

The device node will be a module that manufactures can integrate into their products to make their products intelligent and capable of connecting to a LR-WPAN as shown in diagram 1.04. This will allow the user of the LR-WPAN to control the device(s) through the system remote control or across the internet from any where in the world. 
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(Diagram 1.04 showing the integration of a Device Node into a potential end product)
The device node must be able to fulfil the following requirements:
1. Receive requests to join a Local Rate Wireless Personal Area Network (LR-WPAN).

2. Receive requests for current device configuration settings.

3. Receive requests for current sensor readouts.

4. Receive requests to change the current device configuration.

5. Respond to requests to join a LR-WPAN.

6. Send requested information about current device configuration.

7. Send requested information about current sensor read outs.

8. Send non requested information when certain pre programmed conditions have been met i.e. the burglar alarm goes off the system alerts the properties occupant by text message. 

9. The device node must pass on all the requests to change the device configuration to the device they have been integrated into.

10. Request information from other devices/user(s).

11. Make changes to the configuration of the product they are integrated into.

12. Facilitate the minimum level of security requested by the system core.

13. The physical design of the module must fit in with the requirements of device manufactures. To keep costs down it may be preferable to have a one design fits all methodology and not offer custom designs for different manufactures.
System Core

The system core may consist of one or many devices that will facilitate the following:
1. Receive request from devices to join the LR-WPAN.

2. Receive requests to remove devices from the LR-WPAN.

3. Receive requests to access the system from remote and local users.

4. Receive requests from remote and local users for a system status summary and information about the current energy rating of the home.

5. Receive requests for a list of actions to improve the energy efficiency of the home.
6. Receive a request for information from a device connected to the LR-WPAN.
7. Respond to the requests stated in the previous points one to six.  
8. Allow new devices to be added to the system with ease (Plug and Play).
9. Allow the system firmware to be updated.

10. Allow the user to choose the level of security of the communications between the different system entities then enforce it for all communications afterwards.
11. Try and maintain the system functionality and perform self healing where possible before informing the user of a problem.

12. Management of the system to preserve power, processing resources and memory.
13. Provide a check of all actions for safety before implementation.

Production

Although production is not a part of the system, the system design must also facilitate a way of:

1. Maintaining version control of software on different devices.

2. Allowing firmware to be easily and automatically uploaded to the devices.

3. Checking that all files have been successfully uploaded to the devices.

4. Incorporating a way for testing the finished system to check its correct operation.

5. Allowing faults to be easily traced without the need for additional hardware and software where possible.

3.0 Implementation Issues

This section will analyse the issues that arise when trying to fulfil the requirements imposed on the system by the four entities identified in the previous section. We will look at the issues for each of these entities separately however there may be similar issues that need to be tackled as a whole rather than individually for each entity.
Remote User(s) Issues

1. The system will be accessed over the internet an insecure network, this will lead to the following issues which will have to be addressed:

Authentication – The end devices must authenticate to make sure they are who they claim to be. This is crucial to avoid burglars, Landlords, government agencies who may try to gain access to the system to track the movement of the occupants through the use of the systems devices such as the CCTV system.
Confidentiality – The communications must be encrypted to ensure that any body intercepting the communications must not be able to read the contents of a communication and as such protect the user’s privacy.
Replay – There must be protection against the replay of communication by an attacker using tools such as a nonce. 
Integrity – The integrity of a message must be maintained to make sure the message is not modified during communication. This will prevent settings from being changed incorrectly or the system receiving unexpected commands.
Attacks – The system must protect against attacks by unauthorised remote users who may try to hack into a system or perform a denial of service attack. The system must protect the internal system from a performance drop due to attacks on the external elements of the system.
2. Requests from an authorised user must be fulfilled quickly and correctly. A user may want to see a real time change to their request to change a setting and will not want packet loss and network congestion to interfere with their activities. This highlights a problem, although protocols such as TCP guarantee delivery they do not guarantee the time it will take for a message to be delivered.
3. The internet will allow a multitude of devices to access the system, such as pda’s, mobile phones, web TVs, laptops, desktop pc’s and on all of these devices there are many versions of software (web browser) available and these render and interpret the same data/web page in different ways. 

4. A user can turn off features such as java script that may be required or not have certain programs such as “Java runtime environment”. Any interface must take these facts into account.

5. A remote user may not always be able to access the internet, if they are using wireless technology on a mobile device to access the system such as a mobile or PDA they may be out of range, be jammed by natural interference, be jammed intentionally or be out of power.
6. A remote user cannot see the results of their actions and as such a malfunction may go unnoticed.  
Local User(s) Issues

1. Issues one and two from the remote users(s) will also apply for the local user(s), however because most of the internal communications will occur wirelessly within a given area (the house) there are specific issues that will be faced which are discussed in the following points.
2. It is possible for all wireless devices to be jammed which can cause devices on the network to be orphaned by the controller. The controller and critical devices will need to be protected using a spread spectrum module.
3. As the user will access the system from the inside and the interface they use may not be the html web interface provided for remote access it is not appropriate that the user has to manually authenticate every time they use the controller.

4. Controllers from different systems (houses) should not be able to access the system of other properties.

5. The controller needs to be reasonably priced to fit in with the nature of this project of creating an affordable system. We will need to tie down the desired costs of each element of this system. It may be desirable to have different controllers so those who have a larger budget can purchase a controller that offers more control and flexibility.

6. The controller will be local to the system however it will be mobile so will need a power supply that can be recharged and that will last a significant period of time between each charge so not causing undue hassle to the house holder. 

7. If the controller runs out of stored charge the unit must be able to run directly of mains power otherwise if the controller runs out of stored power the user will not be able to access the system.
8. The controller must offer the user full control of the system; they must be able to override all default behaviours.

9. The controller must be quick and easy to use; the user should not have to go through large numbers of menus to turn of a light. 

10. The user must be given the option to manually override the system such as using a manual switch to turn off a light. The system should reflect this type of change in the controller display quickly.
11. A local user unlike a remote user can if they are close enough to a device see the results of their actions, alternatively a user may be controlling a device in a different part of the home and not be able to see the result of their actions. There has to be a method to check the desired changes for safety before their implementation to reduce the risk. 

Device Issues

1. In the infrastructure design we  need to consider that these devices will be powered in different ways depending on the application and its environment, some devices will need to be main powered, some will be battery powered others will be a combination of the two.
2. To fulfil the requirements the devices will need to perform two way communications using the often limited resources available to them.
3. Because the devices are being connected wirelessly to the system there is the chance that neighbouring properties system could accidentally or maliciously connect to a device. The devices will have to incorporate a method to prevent this. 
4. The devices will receive requests from the system controller. The devices must be able to authenticate the controller before they implement any instruction.
5. The system must respond to valid requests for data from the system controller which could be its settings or sensor readout. This data may be of a sensitive nature and as such require some form of encryption before being transmitted to the system controller. The devices will have to be flexible in the level of encryption they provide some devices will not require any encryption other devices will have to balance the privacy need against a quick reply for information.
6. One of the primary objectives of the project is to provide a low cost solution. To facilitate this; the system must be flexible enough to allow different device configurations on the same basic infrastructure that best fit the customers requirements. 
7. The user must be allowed to add and remove devices from the system with out the need for an engineer as their requirements change over time, thus the system must be created using a plug and play methodology in mind.
8. Because some of these devices will run from a non renewable power source that will eventually have to be replaced they will need to be designed to be energy efficient.

9. Different products will be integrated with the device node that may have different requirements. We will have to create a design that is general enough to fulfil the needs of as many manufactures as possible without having to redesign the device node module.

System Core Issues

1. The proximity of homes in the UK to one another will result in the overlapping of home automation networks. A method to prevent interference between these networks and prevent neighbouring and rogue devices connecting to the incorrect network will have to be found. 

2. Due to the possible use of wireless technology in the home automation system attackers will not need physical access to networking medium to launch an attack, increasing the threat to the system.

3. The system core will be at the heart of the home automation system and as such poses a single point of failure. We will have to incorporate redundancy into the system to overcome a single point of system failure.

4. The system core is required to perform a large number of functions and as such will always need to be on. This requires a permanent mains connection with battery backup.

5. There will be multiple devices that will access the system. This has the potential to confuse users by presenting many different interfaces. The system core will unify the interface structure between devices.

6. The internet control of the system opens the home automation system to attack from potentially millions of attackers from anywhere in the world. The system core as the point of access to the system will have to incorporate a defence mechanism.
7. The system must respond to requests for a system status summary quickly; so it must maintain an active database of the devices connected to the system and their condition.
8. A request for information from a device will result in a repose that may not include any meaningful information. The system will have to format the data from devices into meaningful information before sending it on to the requesting device. It may be possible for the end device to process the data however in limited resource devices this may not be desirable.

9. The system must check any requests to update the firmware are using valid firmware. The system must try and implement any firmware updates while still maintaining the current functioning of all the devices. 

10. The system must deal with any requests to access the system while a firmware update is occurring.

11. If the wrong firmware update occurs or a firmware update causes problems with the device the user must be able to reset the system to an original default configuration and firmware.

4.0 Specification

From the analysis section where we identified the requirements of all the entities and the section where we listed issues involved in implementing these requirements we can now form a set of specification that will allow us to fulfil the requirements and overcome the issues and develop a proposed system architecture.

From our analysis we have identified that we will require seven types of devices Master Device Node (MDN), Device Node (DN), Local Remote Controller Node (LRCN), Remote Controller Node (RCN), Web Server Device Node (WSDN), Wireless Access Point and ADSL modem. It should be noted that these devices are free standing devices that do not require the use of a computer for any activity.
We will start by detailing the specification of these devices. We will then construct a diagram of the proposed system architecture and write a hypothetical event that could occur and how the system will respond.
The proposed system outlined below is designed for a one to five bedroom house using a simple one hop star topology, larger houses or offices may require a larger network with a more complex topology with many hops using routers between the MDN and local end devices.

The following specification are categorised under headings called services and each individual specification is refereed to as a policy. 

Master Device Node
The master device node also known as the control node is at the heart of the system. The MDN is responsible for device registration and deregistration, implementation of security procedures and the routing of all communications to end devices.
The MDN consists of five crucial hardware components:

1. Microprocessor

2. Wireless two way communications module (Jennic ZigBee IEEE802.15.4 )
3. AES encryption module
4. Spread spectrum module

5. Battery Backup

The services the MDN will have to provide are as follows:
1. Security Service: 
a. Access Policy: The MDN must provide a means for local and remote users to login and logout of the system. The MDN will have to maintain a table of authorised Users and devices to facilitate the login process and a list of active users which can be changed when a user logs out of the system.
b. Attack Policy: There are two possible types of attack local and remote, a local attack will involve somebody physically close to the system using such methods as jamming to interfere with the system; a remote attack will involve an attacker trying to access or disrupt the operations of the system through the WSDN. The Attack policy must be able to detect attacks and try to counter them in a way which protects the system functionality and maintains critical systems.
c. Data Policy: The system must check the integrity of all communications through the use of hashing and implement replay protection through the use of a nonce.
d. Encryption Policy: In the database table containing a record of all the devices on the network each must have an encryption setting of “on” or “off”. If the setting is set to off; no data will be encrypted when communicating with the corresponding device. If the setting is set to on all communications with the device will have to be encrypted.

e. Key Distribution Policy: The MDN will be responsible for distributing the key’s required for encrypted communication between end nodes.

f. Safety Policy: A virtual house will be used to check the effect of an operation to make sure that it is safe and will not have a negative effect. This virtual house will also implement and test the previous security requirements.

2. Device Service
a. Plug and Play Policy: The PnP policy allows for devices to be added to the system with out the need for an engineer. 
b. WSDN policy: The MDN must only permit one WSDN to register with the system at any one moment in time. The user must first disassociate the old WSDN with the system before adding a new WSDN.

c. Communication Policy: The communication policy is responsible for handling multiple simultaneous connections to the system and locking parts of the system that are already being modified by someone else. This will require status about all active users within the system to be kept for the duration of their connection.
d. Device Policy: When a new device is added to the system it must be added to the device table in the system database. The record must contain the current setting of the device and the possible settings the device supports. The device profile is copied over to the database when the device is first connected. This information with sensor data from the devices is used by the system when generating a report of the system status, a list of possible improvements to the current settings to improve energy efficiency and creating the dynamic menu’s in the user interface of the LRCN and the RCN. 
e. EDC Policy: The error detection and correction policy is responsible for detecting errors in the system and performing self healing before alerting the user to a problem.

f. Firmware Policy: This policy is responsible for updating the firmware of all devices connected to the system including the MDN itself. The system must check to make sure the firmware update is valid before applying it. It must be possible for a user to reset the device to the default firmware and settings if a problem occurs. The MDN must request the user to re-authenticate before accepting the update command and the devices not being updated must continue operation in their current settings while the update takes place. 
g. Update Policy: The update policy will update the device table in the system database when it receives a valid request from the particular device of a manual change to its configuration.
3. Power Conservation Service

a. Sleep Policy: All devices except the MDN and the WSDN that are inactive should be put in sleep mode until required to preserve power. It is the job of the MDN to send the sleep and wake commands to the devices.
b. Power Backup Policy: If the main power fails the MDN should switch to battery power and run in a reduced energy mode only sustaining the critical activities. 
Device Node
The device nodes are the end devices that will connect to the LR-WPAN; they will consist of the following crucial hardware elements.
1. Microprocessor

2. Two way wireless communication module (Jennic ZigBee IEEE802.15.4 )
3. AES encryption module (Optional Dependent on specific end device)

4. Battery Power/Mains Power or combination of the two using the battery as a backup during power failure.
5. Spread Spectrum Module (Optional).

The services the DN will provide are as follows:
1. Security Service

a. Access Policy: The different DNs connected to the system will have different security needs. The security options a particular device offers will be uploaded to the MDN in the device profile. The user will configure the setting they want when they first install the device or at a later date through the MDN. If the device has been configured not to use secure communication the device will respond to the MDN that it was registered with during installation without authenticating the MDN.

b. Attack Policy: There are many types of attacks that could be used against a wireless device node which may have constrained resources. The MDN will handle the protection for the internet; however this still leaves a device node vulnerable from a local attack. The MDN may try to heal the system after an attack however the device under attack is the only one that can defend itself from a wireless attack. Therefore the device node must have a list of operations to perform depending on the type of attack although there may be limits caused by cost and resource limitations.

c. Data Policy: The system must check the integrity of all communications through the use of hashing and implement replay protection through the use of a nonce.
d. Encryption Policy: If the device node allows for encryption and the user selects to secure the connection the device must encrypt all communications.

e. Key Distribution Policy: The MDN is responsible for distributing the encryption keys however once the keys have been distributed the Device Node must store them securely for future use.

2. Device Services

a. Plug and Play Policy: If it is the first time the device has been turned on it will respond to request to join a network with a code stored in read only memory that corresponds to the paper record. The user will respond with another code if this matches the value in read only memory the device will accept the MDN as its controller.
b. Communication Policy: This policy will only allow one change communication at a time with the MDN to avoid different users from simultaneously trying to modify the same setting. The system will allow users to simultaneously view the sensor data being produced.
c. Device Policy: When a new device is added to the system the device must upload its device profile to the MDN. The device profile must include a device name, device description a list of commands with names and descriptions. This profile will be filled in by the device manufacture who is integrating the device node into their end product. 
d. EDC Policy: The DN may receive a request from the MDN to perform some variety of self healing if it detects an error. There must be some basic self diagnostic built into the device node so that it can detect if the problem is with the DN or the end product. This may be limited due to cost and resource constraints.
e. Alert Policy: The alert policy will send alert messages to the MDN or end product from the DN one at a time in the order that they occur. The DN will not use a sorting algorithm to send each alert in the order of priority as it would be faster to send them as soon as it gets them as the event of multiple alerts at any one moment is unlikely. If two alerts one from the MDN and the other from the end product are received at the same time the DN must be able to buffer the messages and deal with them one at a time. The message from the end product must be given higher priority as it may have implications for the response to the message from the MDN. 
f. Device Configuration Policy: The DN will pass on commands for the end product to change its configuration based on commands from the MDN. The DN will send an update request to the MDN if one of its settings is manually changed to update the devices table in the system database. If the device is changed manually and remotely at the same time the manual setting will be used and the remote user sent an error message.
g. Firmware Policy: Once the MDN has validated a firmware update it will be sent to the DN. The DN should be capable of applying this upgrade as quickly as possible with as little disruption to the device functionality a possible.

3. Power Conservation Service
a. Sleep Policy: If the DN receives a sleep request from the MDN it will turn off its sensors and switch to sleep mode. When a wake up request is received the DN will switch on power to all sensors.
b. Power Backup Policy: If the DN is mains powered and the power fails the DN should switch to battery power and run in a reduced energy mode only sustaining the critical activities. If the DN is battery powered only and the battery power is low the DN should switch to reduced functionality mode and send an alarm to the MDN.
Local Remote Controller Node

The LRCN will provide local users within a certain range of their MDN to access and control their system. We will use an existing hardware controller running our software for this part of the system. The controller will have to be modified so that its uses ZigBee to access the system. The crucial hardware parts of the controller are as follows.
1. Hardware controller

The services the LRCN will offer are as follows:

1. Display Services:

a. GUI Policy: This policy will generate an interface that has been designed for the LRCN using the device profiles contained on the MDN.
2. Device Services

a. Plug and Play Policy: If the MDN does not have a LRCN associated with itself it will send out requests for an LRCN at start up. If more than one LRCN is required the user will be able to initiate a device find for all new controllers they wish to add.
b. Login Policy: The LRCN will ask the user to login to the system the first time the controller is connected. The controller will keep a record of this username and password and connect each time automatically.

c. Update Policy: This policy will query the MDN when the user accesses the LRCN until the end of the session at regular intervals to make sure the user is being given up to date information.
d. Communication Policy: The LRCN will send requests made by the user as soon as the user enters them. 
e. EDC Policy: The LRCN may receive a request from the MDN to perform some variety of self healing if it detects an error. There must be some basic self diagnostic built into the LRCN that can detect if the problem is with the LRCN or the connection. This may be limited due to costs and resource constraints.

f. Firmware Policy: Once the MDN has validated a firmware update it will be sent to the LRCN. The LRCN should be capable of applying this upgrade as quickly as possible with as little disruption to the device functionality as possible.

3. Security Services

a. Access Policy: The LRCN cannot be accessed for information or to find out its current settings from the MDN and its status cannot be viewed from the RCN.

b. Encryption Policy: The LRCN will implement the level of security requested by the MDN; this may be different for each device so the LRCN will need to be capable of switching the encryption on and off.
c. Key Distribution Policy: The MDN is responsible for distributing the encryption keys however once the keys have been distributed the LRCN must store them securely for future use.

d. Data Policy: All the communications will be checked for integrity using a hash code and protect against replay using a nonce.

e. Attack Policy: There are many types of attacks that could be used against a wireless LRCN which may have constrained resources. The MDN will perform the protection from the internet; however this still leaves a LRCN vulnerable from a local attack. The MDN may try to heal the system after an attack however the LRCN under attack is the only one that can defend itself from a wireless attack. Therefore the LRCN must have a list of operations to perform depending on the type of attack although there may be limits caused by cost and resource limitations. 

4. Power Conservation Service
a. Recharge Policy: The LRCN as a mobile device will be powered by rechargeable batteries. The LRCN will need to inform the user of the current power level and be able to be charged from a docking station while staying operational.
b. Sleep Policy: Because the LRCN is a mobile device the battery power is a scarce resource that must be protected and made to last a long as possible. For this reason when the LRCN is not being used it must go into sleep mode.
Remote Controller Node (Optional)
The remote controller will not be provided by the indeedNET project, the system will be designed to be operated by any hardware device such as a pda, phone, web TV and remote desktop computer that has an html browser. 
1. The RCN will be any device the user may choose to access the home system from over the internet.

2. The RCN will access the system over the internet through a web browser.

3. The RCN will have to support the level of security required by the MDN.
Web Server Device Node (Optional)
The WSDN is an optional device that users who wish to access their system over the internet through a web page will be able to purchase and attach in a plug and play manor to their LR-WPAN. The web server will be purchased from sure technology and will provide the level of functionality that we need. The WSDN will consist of the following crucial hardware components.
1. Web Server Module (Built in security or use AES Module)
2. Two way communication module
The web server will provide the following services:
1. Security Services

a. Access Policy: The WSDN will check the username and password input by the user with the MDN and will only allow the user to enter the secure web pages that allow the user to modify settings if the MDN authorises it.

b. Encryption Policy: The WSDN will use AES to encrypt the data sent between the WSDN and the web pages.

c. Key Distribution Policy: The MDN is responsible for distributing the encryption keys however once the keys have been distributed the WSDN must store them securely for future use.

d. Data Policy: The WSDN will use a hash function to check the data integrity and a nonce to protect against replay.

e. Attack Policy: If the WSDM becomes overrun with request for information (DOS attack) the web server will stop sending requests to have passwords and usernames validated to the MDN. Only those request made by devices that have been pre registered with the WSDN will continue to be serviced. To do this the WSDN will need to maintain a small database of authorised machines that will be populated through the html interface when the system is first installed, this list can be edited at any time except when the system is under attack.

2. Device Services

a. Plug and Play Policy: If it is the first time the WSDN has been turned on it will respond to request to join a network with a code stored in its read only memory that corresponds to the paper record the user has. The user will respond with another code if this matches the value in the WSDN read only memory it will register with the MDN. (For more details see the plug and play policy for the MDN)
b. Login Policy: The WSDN will login to the MDN every communication session.
c. Communication Policy: The WSDN will allow multiple requests from different RCN simultaneously; The WSDN will pass these requests to the MDN using connection oriented socket communication so distinguishing each as a separate communication.

d. Device Policy: When a new WSDN is added to the system the device must upload its device profile to the MDN, only one WSDN may be connected to one system. The device profile must include a device name, device description a list of commands with names and descriptions. This profile will be filled in by the WSDN manufacture.

e. EDC Policy: The WSDN may receive a request from the MDN to perform some variety of self healing if it detects an error. There must be some basic self diagnostic built into the device node that can detect if the problem is with the WSDN, internet connection or the end device accessing the system. This may be limited due to resource constraints.

f. Wireless Protocol Policy: The WSDN will need to be able to connect to the MDN and the access point. The MDN will use ZigBee IEEE 802.15.4 to communicate with the WSDN. The access point will use WIFI 802.11 to communicate with the WSDN; this will require the WSDN to be able to switch its communications protocol. 

g. Firmware Policy: Once the MDN has validated a firmware update it will be sent to the WSDN. The WSDN should be capable of applying this upgrade as quickly as possible with as little disruption to the device functionality a possible.

3. Power Conservation Policy

a. Power Backup Policy: The WSDN will be mains powered in the event of a power failure the WSDN will run on battery backup and allow critical services to be provided to remote users. The WSDN will have to identify when it is running of battery power to users who access the system.
b. Sleep Policy: The WSDN will never sleep while it has mains power, in the event of a power failure it will continue to operate on battery power. When the battery power is below a certain predefined level the device will go into sleep mode to maintain its settings and configuration until the mains power is restored. When the main power is restored the battery will automatically be recharged.
Wireless Access Point (Optional)
The wireless access point will not be designed by the indeedNET project. We will use a commercially available Wireless Access point. This is inline with one of our primary objectives of keeping the cost down. Those people who already have a wireless access point through which they connect to the internet will be able to use their existing equipment.
1. The wireless access point will have to provide the connection from the WSDN to the ADSL modem and thus the internet.
2. The wireless access point must route all the network traffic from the internet to the WSDN.

3. The wireless access point may be integrated into the ADSL modem this is the prevalent situation in the industry amongst the existing hardware.
4. The wireless access point will have to support the security needs of the system; this is not a problem with newer Wireless Access Points as they use WPA2 for security which uses the AES algorithm.
ADSL Modem (Optional)
As stated above this may be integrated with the Wireless Access point, as before this technology will not be developed by indeedNET instead we will use existing ADSL modems. This means the households that have existing broadband connections will not have the additional cost of this hardware. The ADSL modem will be the portal to the internet; it will allow remote users to access the LR-WPAN.
Internet Connection (Optional)

We will use the customers existing telephone line and existing internet provider for the external connection to the internet. The connection will have to be a broadband connection so that the property has a static IP address.
5.0 Proposed System Architecture

A detailed view of the proposed system architecture that satisfies the specification is shown below in diagram 1.05.

[image: image6.jpg]Outside

Inside
VON| v
(RCN[WSDN
[Wireless Access Poin]
[ADSL toden]

Image Key

DN = Device Node
RCN = Remote Controller Node

LRCN = Local Remote Controller Node
WSDM = Web Server Device Node

MDN = Master Device Node

VH = Virtual House (Software implementation)





(Diagram 1.05 the architecture of the proposed system)
The diagram shows the proposed system in the idle state, that is there is no active communication within the system. If we take a hypothetical example that a user inside the house wishes to turn on the device node located in the houses attic the following sequence of events will occur.

1. The user will activate the LRCN from sleep mode by pressing a button.

2. The LRCN will connect to the MDN, authenticate with the MDN and upload the information it requires to populate its interface from the MDN.

3. The user will use the LRCN to select the device they want in this case the device in the attic lets say it is a radiator.

4. The user will make any changes to the radiator settings they wish on the user interface the LRCN provides.
5. The LRCN will wirelessly send the Device ID, the command the user selected operation requires, the new settings that have been altered by the user and any authentication and security data required to the MDN. 
6. The MDN will authenticate the LRCN to make sure it belongs to the system.

7. The MDN will check that the sent data has not been tampered with and has been sent securely and promptly; if the particular communication requires it.

8. The MDN will send the data to the DN in the attic.

9. The DN will check that the MDN sending the data is the MDN belonging to the Home system.
10. If the MDN authenticates correctly the DN checks the data integrity of the data being received and timeliness.

11. If the integrity is ok the DN passes the command to the device the DN has been integrated with and sends an acknowledgement back to the MDN.

12. The MDN authenticates the acknowledgement being sent and check the acknowledgement integrity and timeliness.

13. If all is ok with the acknowledgement the MDN transmits the acknowledgment to the LRCN.

14. The previous steps will be implemented in a virtual home (VH) if no problem is detected these actions will be implemented in the real system.

15. The LRCN provides the user through its user interface with confirmation that the requested changes have been implemented or that the changes could not be implemented.  

Example Implementation of System Architecture
An example of the system architecture showing only one type of device (radiator valve) is shown in diagram 1.06.
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Diagram 1.06 (indeedNET architecture, using a radiator valve device as an example)
6.0 Conclusion

We have seen from the analysis and specification of the indeedNET project that it is possible to theoretically construct a home automation system using new technologies which enable us to meet the requirements of this project including producing an affordable system that can be remotely accessed and is concerned with energy conservation within the home.
From our analysis and specification we can see that within our project there exist the following areas of research:

1. Device Node design and implementation.
2. Local and Remote controller hardware design.
3. Data storage, processing and Interface design.
4. Two way communication design.

5. Core system design (MDN).

6. The development of a virtual home to model and test the safety and security of requested operations.
7. Web Server design and implementation.
The next stage will involve creating a work plan for the project over the next two years including a detailed Gantt chart illustrating the breakdown of the project into different research activities and creating detailed time estimates.
From the research carried out into existing systems in the field of home automation it is important to note that the indeedNET project differs in that:

1. It is focused on energy conservation.

2. It is designed to be affordable.

3. It is designed to be adaptive so can be added to and changed as is required. 

4. It does not require a desktop computer in it implementation.

5. It is designed to give the user control over the system.
6. It uses new technology such as ZigBee, which overcomes a lot of the problems such as cost that existed with the previous home automation systems.

We should however be aware that existing research has shown that one of the problems with the acceptance of previous home automation systems into the main stream has been that the existing systems seek to remove control from the user instead of working in unison with the existing manual implementations, our system should automate as much as possible behind the scenes however give ultimate control to the user and allow them to use their system and devices as they wish.

-------------------------------------------------------------------------------------------------------
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